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Magic Link 
Single Factor Authentication using a magic link to your email

Password Vaulting + 2FA (OTP, SMS) 
Password replay using OTP/SMS code as a second factor

AuthN™ - Passwordless Absolut™ Zero-Trust Authentication
MFA, Truly Passwordless Mobile Authenticator + recommended safeguards

All authenticators are 
not created equal. 

Where does this data come from? 
The underlying threat model was created by IDEE GmbH in the UK’s National Cyber Security Center 
(NCSC) cyber accelerator program and is based on the Center for Internet Security (CIS) Risk Assess-
ment Method that conforms to and extends established risk assessment standards, such as ISO/IEC 
27005, NIST SP 800-30, and RISK IT. For more information visit getidee.com

Passwordless MFA Authenticator
MFA, Truly Passwordless Mobile Authenticator

Help your customers assess 
their own risk exposure.

getidee.com/threat-model

Devil’s in the detail, especially when it comes to authentication. We’ve created an in-
depth threat model to help you better assess risks, common methods and controls.
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Is it time for enterprises to 
switch to passwordless?
With 81 per cent of cyberattacks being due to stolen or weak passwords, and phishing and 
ransomware on a rampage due to COVID-19, Josh Budd asks if it is time for businesses to 
change their approach.

“I have been talking about 
replacing passwords for 
at least 10 years, because 
passwords are fallible 
because of who’s created 
them.”

That’s the opinion 
of Stephen Love, chief 
cybersecurity consultant 
at channel giant 
Computacenter, who urged 

end user to move away from protecting their data with 
password-based approaches.

The average person is now in possession of around 
100 passwords, according to study this year from 
NordPass, that’s a 25 per cent increase on a similar 
study published just a year prior.

For good or for bad, the global workforce has been 

relying on passwords to protect their most valued 
digital assets for generations.

Whether it’s the name of your home town’s football 
club, your favourite band or your first beloved pet, we 
use our fondest connections as keys to the doors of our 
digital identities.

As a result, the average person spends just over 12 
minutes every week entering and resetting passwords, 
according to another study. That equates to around 11 
hours every year.

Cybersecurity experts have long held the opinion 
that passwords are unsecure and easily broken. 
But, although more and more organisations are 
implementing more sophisticated approaches, such as 
two-factor or multi-factor authentication, the password 
has remained king.

■ Josh Budd is editor of Channel Partner Insight.



Experience from the Industry 
Q1-Q3 2020

Achieving passwordless is all about the journey, not the destination.  
Getting there with IDEE’s  truly passwordless, ZTA solutions is the way to go.  
Visit getidee.com for more information.

Here are some insights we gathered while working with clients, customers and partners  
on the state of passwordless and the industry’s main motives for upgrading.

A Message from our Sponsor

Where is passwordless deployed?

What are motivations to go passwordless?

Enterprise Internal Users (25%)

Cost saving

Shorter path to compliance

Enterprise External Users(40%)

B2C End-Users (Telco/Media/Games etc) (25%)

Government Excluding Education (<1%)

Education (<1%)

Who is pushing passwordless?

Which industries are leading?

CIO (25%)

CFO & Compliance (25%)

(30%)CTO & Product Management

Enterprise internal as well as external cases make  
a strong push while Governments lag behind.

Removing passwords is a shared priority  
for IT professionals

There’s a move across industries, but  
some are a bit further ahead of the curve.

There are many reasons to go passwordless,with  
cost saving and risk reduction leading the way.

CISO (25%)

IAM Subject Matter Experts (20%)

Innovation Teams (Less than 1%)

Industry Use Case Examples

Financial Services PSD2, BASEL, SOX

E-commerce & Retail Fraud & Account take over 
elimination, PCI-DSS & HR 
digital services via private 
devices

Engineering, Aerospace 
& Defense

Insider threat protection & 
supply chain security

Media, Publishing & 
Entertainment

Fraud & account take over 
elimination, instant sign-up 
(reg wall), instant check-out 
(pay wall), age verification and 
account sharing controls

85%

5%

of which new use cases (e.g instant sign-up)

of which Security upgrade of remote access

of which security upgrade of SSO & equivalent

New product development 30%

Risk reduction implementation

of which fraud & account take-over elimination

of which Security upgrade of remote access

of which security upgrade of SSO & equivalent

of which security upgrade to online apps & services

80%

95%

45%

up to 65%

30%

up to 10%

30%

25%



Are passwords no 
longer fit for purpose?

Special Report

Passwordless technology has already pervaded our personal lives, so is it time for 
enterprises to consider catching up?
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An out-dated solution?
Studies show that passwords are no longer fit for 
purpose. Weak passwords are exploited in 81 per cent 
of cyberattacks, according to a report by Verizon.

So why are businesses still relying on these unsecure 
approaches to protecting the crown jewels of their 
business?

Passwordless is nothing new. It has been a  
buzzword in the IT industry for years, and end 
users have been using elements of passwordless on 
their personal devices for even longer. Apple first 
introduced Face ID to the iPhone X in 2017, while 
fingerprint readers on personal computers have 
existed as far back as 2004.

But while passwordless is already prevalent in our 

day-to-day lives, businesses have been slow to adopt the 
technology.

“I’ve heard talk about the replacement of passwords 
for a while. Despite it being talked about it is not 
something that has readily come around,” said Stephen 
Love, chief security consultant at UK channel giant 
Computacenter.

“There’s lots of talk about passwordless in the 
industry, and it’s top of people’s minds, but there’s still a 
reluctance to move towards it.”

Azeem Aleem, VP cybersecurity consulting at NTT 
Ltd, added that companies are becoming frustrated 
with the amount of time and money required to keep a 
password-based system going.

 “There are frustrations from the security teams… 

➔
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Time spent on password management for them is 
becoming a hindrance because users are using the 
same passwords and utilising the complexity of 10-12 
character passwords.

“Most IT staff members are spending their time 
managing people who have forgotten passwords.”

A call to action
However, this year’s COVID-19 pandemic triggered a 
seismic shift in the way we live and work. 

The health crisis forced the global workforce to 
replace their usual working environments with 
makeshift home offices – often using unsecure devices 
on untested networks.

In the first months of the pandemic, the rate at which 
corporate credentials were exposed on the dark web 
increased by more than 429 per cent.

Meanwhile, the COVID-19 pandemic has led to an 
exponential spike in the frequency and severity of cyber 
breaches.

The global health crisis has led to unprecedented 
spikes in phishing attacks, identity theft, ransomware 
and information leakage, according to data from the 
EU, as cybercriminals began to exploit new holes in 
end-user defences.

Cybercriminals have profited from exploiting the 
fears of end users during the pandemic. In March, 
COVID-19 phishing scams surged by 667 per cent. 
Analyst house Forrester even predicts that one in three 
data breeches will be caused by insider incidents in 
2021, up from one in four in 2020, as a result of the 
health crisis.

Couple that with a 40 per cent rise in unsecured 

Time spent on password management for 
security teams is becoming a hindrance 
because users are using the same passwords 
and utilising the complexity of 10-12 
character passwords.
Azeem Aleem, VP cybersecurity consulting, NTT

remote desktop machines and its clear that COVID is 
posing a massive risk to any business.

With remote working set to become more 
commonplace globally with more and more companies 
announcing plans to embrace flexible working – is it 
time for businesses to re-examine the methods they’re 
using to protect their employees and corporate data?

Time for something new?
Computacenter’s security specialist Love said he has 
been calling for sweeping changes to existing password-
based authentication methods for years.

 “We need to take a stronger approach to that,” said 
Love. “At the end of the day, every single breach has 
been down to gaining access to an environment via a 
user that’s probably had their credentials compromised. 
The reason those credentials have been compromised is 
because of the static nature of them,” he said.

Meanwhile, Ricky Magalhaes, head of offshore 
security at systems integrator Logicalis, went as far to 
say that passwords are “completely broken”.

“At the moment passwords are really easy to break. 
A new graphics card that you can easily buy for £700 
online can break a 16-character password in half an 
hour, so it’s completely broken.”

Magalhaes went on to say that an IT professional that 
has been working in the industry for around 20 years 
could have between 800 and 1,000 active passwords in 
use.

Juggling so many passwords puts a strain on not only 
end user productivity and experience but also on the 
balance sheet of the entire business.

Alex Christophe, director of sales at passwordless 
authentication vendor IDEE, believes that customers 
spend on average $70 to $400 per user per month for 
the benefit of having passwords.

That includes costs towards password policy 
managers, systems to manage passwords as well as 
helpdesk resources to support users to reset their 
passwords.

“What we need to move towards is a day when there 
is no password,” added Magalhaes.

According to Gartner, businesses across the globe are 
➔
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on the cusp of adopting passwordless approaches in a 
big way.

The analyst house predicts that, by 2022, 60 per cent 
of large and global enterprises, and 90 per cent of mid-
sized enterprises, will have implemented passwordless 
methods in at least 50 per cent of use cases.

A passwordless approach would effectively eliminate 
the risk of cyberattackers using passwords as a gateway 
into an organisation.

Instead of relying on a 16-character passcode, 
passwordless authenticates a user through a so-called 
“possession factor”, using an object or device that is 
directly tied to the user.

This could be an email address, a mobile phone 
or a biometric feature such as a fingerprint or facial 
recognition.

Each of these methods carries their own pros 
and cons. While authenticating via email address is 
convenient and easy to use, the experience and security 
level varies by email provider. Authorisation via a 
mobile phone is usually seen as the preferred option as 
it’s secure and almost everyone has their own device.

Lastly, biometric authentication is the most secure 
option out of the three and is available on most current 
smartphones.

According to Aleem, a passwordless authentication 
approach would drastically reduce the threat of 

phishing attacks.
“If you have 

passwordless 
authentication 

the 
phishing 
attack 

becomes 
minimum,” 

he said. 
“Right now 
during the 
pandemic, 
from March 
until now, 
phishing 

attacks have 
risen by 
like 110 per 

cent at the 
moment”

He added: 
“Passwordless security 

is the way to move 
forward. Based on the 
incidents we’ve been 

We simply do away with passwords and 
PIIs in a way that protects us and our 
clients not only from all password-based 
attacks but from insider threats too. 
So the day we get hacked, and we will 
because it’s a certainty in today’s world, 
there’s nothing to steal, nothing to phish 
and nothing to take over on our side.
Alex Christophe, director of sales, IDEE

tracing for the last six or seven months, we can say that 
bad passwords are the result of many of the targeted 
attacks.”

It’s all in the ‘how’
Although the cybersecurity specialists we spoke 
to all agreed that passwordless is the future of user 
authentication, the way the technology is implemented 
is vital.

Some services utilise a passwordless-like function 
such as device-fingerprint scanning or face recognition 
to replay a “hidden” password in order to authenticate 
the user.

This might eliminate the need for users to remember 
their credentials, but the user is still carrying the risk of 
using a password.

“That is great for user experience but it does nothing 
for security really,” said Christophe.

Truly passwordless authentication instead relies 
entirely on factors such a possession and inherence 
which do not rely on passwords or memorised secrets 
in any part of the authentication process.

Christophe advises companies to adopt a Zero Trust 
and Zero Knowledge implementation of passwordless 
security.

“So for us, the user registration is the most 
critical step here; we ask for no personal identifiable 
information (PII). Nothing. We also, contrary to the 
others, have no central credential databases or backup 
passwords of any kind. We simply do away with 
passwords and PIIs in a way that protects us and our 
clients not only from all password-based attacks but 
from insider threats too,” he said.

“So the day we get hacked, and we will because 
it’s a certainty in today’s world, there’s nothing to 
steal, nothing to phish and nothing to take over on 
our side. There isn’t a situation where we or one of 
our customers could have a users’ credentials or PIIs 
threatened with us. And this is really important.”

➔
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“Our threat matrix developed whilst with the UK’s 
National Cybersecurity Centre in Cheltenham helps 
our customers and partners make decisions based on 
proven models, from passwords to 2FA to MFA to 
passwordless MFA to truly passwordless and zero-trust 
MFA,” he added.

Despite the obvious advantages to implementing a 
passwordless approach, some cybersecurity experts said 
some customers still hold reservations.

Magalhaes and Aleem said there are some data 
privacy concerns from customers in the amount of 
personal information vendors need to collect in order 
to make passwordless possible.

“Generally speaking there are concerns over the 
privacy element and how they are 
mapping my behaviour,” said 
Aleem

The NTT cybersecurity 
consultant also said that 
some customers worry that 
passwordless will require 
a substantial up-front cost 
to replace their existing 
password-based systems on 
legacy machines.

“The challenge right now 
is around the initial time 

Most organisations are migrating 
to Windows 10 so the features and 
functions for passwordless are there 
ready for them to turn on.
Stephen Love, chief security consultant, 
Computacenter

required to migrate to a new mechanism and the big 
cost initially,” he said.

“Because you’re looking into all legacy systems 
and some of them are using MFA and some of them, 

especially in the OT environment, are using 
a traditional password mechanism… The 
process to change that is very costly.”

But he said that the investment would 
soon be regained through savings on the 
sheer costs of managing passwords.

“The cost into managing forgotten 
passwords and password portals would be 
taken out, so the cost would be less because 
you’d be spending less time on that.”

Christophe explained that IDEE has 
developed a cost saving calculator so 
customers can project how long it will 
take to make back their investment on its 
passwordless solution.

He said customers typically make their 
money back within less than three months.

“We provide a very compelling argument 
with eliminating password-related fraud 
and account-takeovers with a solution 
respectful of regulatory needs including 

PSD2 for less than the price of a random 
MFA licence. So the way you look at the return on 
investment is cumulative. Our customers are doing 
good on their investment in about a quarter. 

“For B2C customer identity and access management, 
every customer is a bit different but we pay for 
ourselves very quickly because fraud is rampant and the 
cost of fraud is getting very high for the vast majority of 
businesses”

Aleem said that his firm, global technology services 
giant NTT Ltd, has also been looking into adopting 
passwordless security internally.

NTT runs its own managed security services (MSS) 
business globally, through its security operations 
centres based across the world.

“If you’re an MSS provider the biggest problem 
you’re facing is that not only are you dealing with 
the threats you know, but also the threats that 
your customer also has in their environment. 

➔
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“As a result our 
MSS will be moving 
to passwordless. I 
can’t say the timeline 
at the moment 
because there are 
some things that 
need to be discussed, 
but the research 
team has also started 
to look into the 

prototype of the best way to move forward in terms of 
passwordless mechanisms for our customers,” he said.

Say ‘Hello’ to the future
The cybersecurity experts we spoke to all agreed that 
a big push from tech giants such as Microsoft, Google, 
Apple, Facebook and IBM to integrate passwordless 
security into their products and services will help speed 
up adoption of passwordless among enterprises.

Microsoft’s roll out 
of its biometrics-based 
technology, Windows 
Hello, is a big step in 
the right direction in 
making passwordless 
mainstream.

Compatible with 
Windows 10, Hello 
allows users to access 
their devices using only their fingerprint, an iris scan or 
facial recognition.

“We think this year or next year is the turning point 
for passwordless,” said Christophe. “The industry-
recognised protocols such as SAML 2.0, OIDC and 
Radius allow for a seamless integration and extendibility 
today. There are no technical barriers to adoption.”

“Microsoft Hello allows users to authenticate on a 
workstation or PC without a password. We think that’s 
fantastic. Once they have access to a computer, we give 
them the opportunity to carry on their passwordless 
journey to any destination. We think that the market is 
ready for this, and users are ready for this too.”

“If you look at things like Windows Hello, which 
is built into Windows 10, most organisations are 
migrating to Windows 10 so the features and functions 
for passwordless are there ready for them to turn on,” 
added Love.

Although Magalhaes welcomed the arrival of 
Windows Hello, he questioned why other Microsoft 
products such as Office 365 don’t come with 
passwordless turn on by default.

“What’s stopping the mass adoption of passwordless 

With the omnipresence of the smartphone, 
the rapid adoption of BYOD practices and 
a tech that is enabling strict privacy and 
confidentiality, customers are rapidly taking 
part in this change.
Ricky Magalhaes, head of offshore security, Logicalis

is companies are not putting it into systems by default – 
that is the big roadblock. 

“Why is it that Microsoft sells Office 365 without 
security by default? By default, security is not turned on 
– that doesn’t make any sense. The reason is, they want 
people to adopt their technology and use it and they 
don’t want to put up yet another barrier.

“Facebook, Google, Microsoft, those are the big three 
authentication vendors and they should be pressured 
into using proper security. Because we’re all using cloud 
services and they’re quite unsecure at the moment.” 

Love, Magalhaes and Aleem are all in agreement 
that passwordless is the future, and predict that their 
customers will begin to adopt the technology en masse 
over the next few years.

Aleem said adoption of passwordless will follow a 
similar pattern to how artificial intelligence has been 
adopted over the last few years.

“Six or seven years ago, AI and datamining was like 
passwordless – not fully understood, but everyone 

knew the advantages it 
would bring.

“Now if you pick up 
any company, they all 
have AI and datamining 
implemented because 
they cannot live 
without it. They cannot 
map the behaviour of 
cybercriminals without 

it. This is the same stage we are at with passwordless 
right now,” he said.

Meanwhile Magalhaes suggested that in today’s 
environment, passwordless would be a better solution 
against cyberattackers than anti-virus.

“They’ll be able to get this for less than the antivirus 
price, and it’s more defence. If they’re paying for their 
antivirus, this will be better defence and cheaper. 
Because the passwords are easy to steal.”

“With the omnipresence of the smartphone, the 
rapid adoption of BYOD practices and a tech that is 
enabling strict privacy 
and confidentiality, 
customers are rapidly 
taking part in this 
change,” added 
Christophe. “We see the 
trend in the adoption 
of truly passwordless 
technologies 
accelerating, with 
strong growth 
indicators for 2021.”
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